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Synopsis 

Background: After telecommunications provider provided telecommunications records to 
government without a court order, government moved for nunc pro tunc order for disclosure 
of telecommunications records. 


Holding: The District Court, Collings, United States Magistrate Judge, held that statute 
providing that government can “require” a provider to “disclose” telecommunications 
records when government “obtains a court order for such disclosure” did not permit 
retroactive authorizations by a court. 


Motion denied. 


West Headnotes (1) 
Change View 


4 Search, Seizure, and Arrest g= Authorization of Application by Public 
Officers 
Statute providing that government can “require” a provider to “disclose” 
telecommunications records when the government “obtains a court order for 
such disclosure” does not permit a court to issue retroactive authorizations, and 
if the court did issue a retroactive authorization, it is doubtful that the order would 
protect the provider from suit, since the disclosure, when made, was not 
authorized by the court order. 18 U.S.C.A. §§ 2702(c)(1)(B), 2703(e). 
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MEMORANDUM AND ORDER ON THE GOVERNMENT'S APPLICATION FOR A NUNC 
PRO TUNC ORDER FOR DISCLOSURE OF TELECOMMUNICATIONS RECORDS 


COLLINGS, United States Magistrate Judge. 


On December 13, 2004, the United States Attorney filed an Application for an order 
providing for the disclosure of telecommunications records pursuant to 18 U.S.C. § 2703(d). 
Title 18 U.S.C. § 2703(c)(1)(B) provides for the means by which a “governmental entity” 
may obtain records (as opposed to contents) of communications. It provides: 


Admissibility of evidence obtained by 
government or other public officer by 
intercepting letter or telegraph or 
telephone message 


134 A.L.R. 614 (Originally published in 1941) 


... The reported case for this annotation is U S 
v. Polakoff, 112 F.2d 888, 134 A.L.R. 607 
(C.C.A. 2d Cir. 1940). 


Who May Apply or Authorize 
Application for Order to Intercept Wire 
or Oral Communications Under Title Ill 
of Omnibus Crime Control and Safe 
Streets Act of 1968 (18 U.S.C.A. ss2510 
et seq.) 


169 A.L.R. Fed. 169 (Originally published in 
2001) 


... Title III of the Omnibus Crime Control and 
Safe Streets Act (18 U.S.C.A. § 2516(1)) 
provides that the Attorney General, Deputy 
Attorney General, Associate Attorney 
General, any Assistant Attorney Gener... 


§ 26:36. Electronic surveillance—The 
procedural requirements 


1 Crim. Prac. Manual § 26:36 


...Wiretaps may be used to investigate a 
broad range of federal and state crimes. See 
18 U.S.C.A. § 2516 (1)(a). Generally 
speaking, those crimes include national 
security offenses, crimes that are inhere... 
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(c)(1) A governmental entity may require a provider of electronic communication service 
or remote computing service to disclose a record or other information pertaining to a 
subscriber to or customer of such service (not including the contents of 
communications)only when the government entity - 


(B) obtains a court order for such disclosure under subsection(d) of this section. 


Title 18, U.S.C. § 2703(d) provides, in pertinent part: 


*46 A court order for disclosure under subsection...(c) may be issued by any 
court that is a court of competent jurisdiction and shall issue only if the 
governmental entity offers specific and articulable facts showing that there 
are reasonable grounds to believe that...the records or other information 
sought, are relevant and material to an ongoing criminal investigation. 


Lastly, 18 U.S.C. § 2703(e) provides that, in pertinent part: 


No cause of action shall lie in any court against any provider of wire or 
electronic communication service, its officers, employees, agents, or other 
specified persons for providing information, facilities, or assistance in 
accordance with the terms of a court order... 


This statutory scheme is rather straightforward. The government 1 can obtain the records 
pursuant to a court order provided a sufficient showing is made to the court, and if the 
provider of communications services obeys the court order and releases the records to the 
government, no cause of action can be brought against it or its agents for complying with 
the court order. 


The wrinkle in the instant case is that the telecommunications provider provided the records 
to the government without a court order. The application in this case seeks what the United 
States Attorney refers to as a nunc pro tunc order which would somehow validate 
retroactively the disclosure of the records to the government. The question is whether the 
court has the power to issue such an order. 


For starters, it is quite clear that the statute provides no such power. The statute is quite 
clear—the government can “require” a provider to “disclose” these records when the 
government “obtains a court order for such disclosure.” 18 U.S.C. § 2702(c)(1)(B). The 
obtaining of the court order is to precede the disclosure of the records, and under 18 U.S.C. 
§ 2703(e), the provider is immune from suit if it provides “information...in accordance with 
the terms of a court order...”. There is nothing to indicate that the court has any power to 
issue retroactive authorizations, and if the court did, it is doubtful that the order would 
protect the provider from suit, since the disclosure, when made, was not authorized by the 
court order. 


The United States Attorney argues that this leaves the government in an impossible 
situation in the instance where there is an emergency need for the records. The argument 
is that however great the need for emergency disclosure, the providers will refuse to reveal 
the information without a court order so that they will not be in jeopardy of a lawsuit. 


Apart from the point that a nunc pro tunc order probably would not provide the immunity set 
forth in 18 U.S.C. § 2703(e) for the reasons stated, supra, Congress has specifically dealt 
with the issue of an emergency need for telecommunications records. As part of the Patriot 
Act of 2001 (Pub.L.107—56), Congress added a subsection (4) to 18 U.S.C. § 2702(c) 
which provides, in pertinent part: 


A provider [of electronic communication service] may divulge a record or other 
information pertaining to a subscriber to or customer of such service... - 


(4) to a governmental entity, if the provider reasonably believes that an emergency 
involving immediate danger of death or serious physical injury to any person justifies 
disclosure of the information. 


HENDERSON, Defendant/Appellant. 
United States Court of Appeals, Ninth Circuit. 
May 29, 2003 


...On December 10, 1998 the Grand Jury for 
the Northern District of California issued an 
Indictment charging Appellant Steven Ray 
Henderson and ten co-defendants with 
conspiracy to distribute cocaine in v... 
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UNITED STATES OF AMERICA, v. MUNA 
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Defendants’ Joint Motion to Suppress 
Electronic Surveillance Obtained Without a 
Warrant and Without a Finding of Probable 
Cause of Criminal Conduct, and for 
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July 10, 2015 


...In late May 2015, after obtaining 
permission from this Court, Defendant Jose 
Susumo Azano Matsura (“Defendant Azano”) 
served a Rule 17 subpoena duces tecum on 
Sempra Energy and a separate subpoena 
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It is also noteworthy that in the Homeland Security Act of 2002, Pub.L. 107—296, Congress 
*47 added an authorization to disclose contents of telecommunications in the same 


circumstances. That provision is now found in 18 U.S.C. § 2702(b)(8). 3 


From the papers submitted by the United States Attorney, it is clear that the disclosure 
without a court order by the provider in the instant case was due to the fact that the 
government was investigating a kidnaping which included a demand for ransom. This is 
precisely the type of emergency situation which “involv[es] immediate danger of death or 
serious physical injury to [a] person...”. A year after the passage of the Patriot Act, 
Congress, in the Homeland Security Act of 2002, Pub L. 107-296, § 225(h)(1) amended 18 
U.S.C. § 2703(e) to provide that: 


No cause of action shall lie in any court against any provider of wire or 
electronic communication service, its officers, employees, agents, or other 
specified persons for providing information, facilities, or assistance in 
accordance with the terms of a court order, warrant, subpoena, statutory 
authorization... 


Thus, a provider who discloses records or other information pursuant to the authorization 
contained in 18 U.S.C. § 2702(c)(4) in emergency circumstances has the same protection 
from lawsuits as a provider who discloses the records pursuant to a court order. 


In these circumstances, the Court is of the opinion that there is no provision for the 
issuance of a nunc pro tunc court order authorizing the retroactive disclosure of 
telecommunications records. The law grants authority to providers to disclose records in 
emergency situations such as this one in which time is of the essence and requiring that a 
court order be obtained would cause delay which could result in severe jeopardy for a 
victim of crime. In addition, the law gives the same protection to the provider from 
subsequent lawsuits that is provided when a court order is obtained. 


For all of these reasons, it is ORDERED that the United States Attorney's Application for a 
nunc pro tunc order retroactively authorizing the disclosure of telecommunications records 
be, and the same hereby is, DENIED. 


All Citations 


352 F.Supp.2d 45 


Footnotes 


q For ease of reference, the court shall hereinafter use the term “government” 
rather than “governmental entity” except when quoting from a statute. 


2 The Homeland Security Act of 2002 placed the provision in (b)(7). It was later 
changed to (b)(8). See Pub.L. 108-21, § 508(b). 
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